PAPERLESS DATA AND DOCUMENT EXCHANGE IN
THE CROSS-BORDER TRANSPORT OF SPECIFIC
GOODS BETWEEN THE EURASIAN ECONOMIC
UNION AND THE EUROPEAN UNION

Project report

Mr. Stogov Konstantin
31.12.2021

Disclaimer: this report was prepared by Mr. Konstantin Stogov, UNECE consultant as part of the
work on trade and transport connectivity during the pandemic. The views in this document are
those of the author and do not necessarily express the position of the UNECE.



Contents
A DS AC e 4

Chapter 1: Opportunities and benefits of using the UN/CEFACT Multimodal
Transport Data Reference Model (MMT RDM) and electronic document

equivalents on the example of multimodal delivery of goods. ..........cccccceevieviienenn, 5
1.1 Definition of the pilot project zone: multimodal delivery of goods from the European
Union to MosCOW Via KalNINGrad..........c.oiieiiiiiiieiieie et 5
1.2 Description of the set of shipping documents (TSD) for multimodal transport.................... 6
1.3 Description of international regulatory requirements and normative legal acts of the EAEU
and Russia, which regulate pilot SUPPIY. ....coveiiiec e 8
1.5 Opportunities and Benefits of Using the UN/CEFACT Multimodal Transport Reference
Data Model (MMT RDIM) .....oouiiiiiciece ettt ettt et e sre e ene 12

Chapter 2: Electronic Documents and Data Exchange Systems Used in Multimodal

Transportation by Product-Specific Supply Chain Participants. ........c.c.cccoecvevveenee. 14

2.1 Analysis of available information systems and electronic versions of documents by supply
chain participants in the Pilot PrOJECL. .........ccviiiiiieii e 14

2.2 Analysis of available solutions and data models from government agencies that are
participants in the supply chain in the pilot Project. ..o, 15

Chapter 3: Mapping (matching) data from specific documents developed and used
in the pilot project to the UN/CEFACT reference data models (in particular, the
IMF EMD) and the Federal Customs Service data model............ccoccooviiiiiniennnne, 18

3.1 Mapping of data from B2B documents for transit declaration ...............ccccccoeveveieeineienen, 18

Chapter 4. Conclusions and recommendations based on the results of the analysis

Chapter 5. The concept of a data converter for paperless cross-border information
BXCNANGE ..ttt re ettt n e te e te e reeareennaeanre s 22

Chapter 6. Development of electronic document equivalents (XML schemas and,
if possible, JSON API specifications) for selected documents and data exchange,

aligned with MMT RDM and EOMI .........cooiiiiiiiiieeecee e 25
6.1 Pilot project on implementation of electronic international consignment note for road
transport e-CMR between the Russian Federation and the Republic of Belarus....................... 25

6.2 Pilot transport of cargo by rail in containers along the route between the terminal-logistics
centers "East-West" (Kaliningrad region, railway station Chernyakhovsk) and "Bely Rast"
(Moscow region, railway station Bely Rast) using electronic transport data and digital services



List of abbreviations

UNECE — United Nations Economic Commission for Europe

UN/CEFACT — United Nations Centre for Trade Facilitation and Electronic Business, a
subsidiary body of the UNECE

MMT RDM - Multimodal Transport Reference Data Model of UN/CEFACT

EAEU - Eurasian Economic Union

EOMI — the Eurasian Open Integration Model

UAIS CA - Unified Automated Information System of Customs Authorities

FCS of Russia — Federal Customs Service of Russian Federation



Abstract

In the context of the recovery from the COVID-19 pandemic and the general
direction of building back better this project aims to develop and practically test
paperless data and document exchange in the cross-border transport of specific
goods between the Eurasian Economic Union and the European Union.

Focusing on a specific pilot case of multimodal delivery of goods author of
this study conducted research and offered practical recommendations how to align
used by different participants in the supply chain in their IT systems to the
UN/CEFACT standards and Multimodal Transport Reference Data Model,
allowing for a seamless exchange of electronic data and documents (B2B
exchange), as well as developing electronic B2G documents for submission to
regulatory authorities.

Main results of the study:

1. Based on a specific example of exports/imports of specific goods,
demonstrated the opportunities and benefits of using the UN/CEFACT Multimodal
Transport Reference Data Model (MMT RDM).

2. Explored what electronic documents and data exchange systems are used
in multimodal transport by participants in the supply chain, based on a particular
product. Examined on what data model the existing electronic document systems
are built.

3. Carried out data mapping between the standards for electronic data and
documents recommended by UN/CEFACT and electronic documents used by
participants in the supply chain in their IT systems.

4. Carried out data mapping from the specific documents to be developed
and used in the pilot project to the reference data models of UN/CEFACT (notably,
the MMT RDM) and the data model of the Eurasian Economic Union (EOMI — the
Eurasian open integration model, used in the EAEU for B2G electronic document
exchange).

5. Suggested ways and recommendations to provide seamless B2B and B2G
data and document exchange based on a data converter using the harmonized and
standardized UN/CEFACT data model.



Chapter 1: Opportunities and benefits of using the UN/CEFACT
Multimodal Transport Data Reference Model (MMT RDM) and
electronic document equivalents on the example of multimodal
delivery of goods

1.1 Definition of the pilot project zone: multimodal delivery of goods from
the European Union to Moscow via Kaliningrad

Let us consider the selected pilot zone.

This zone includes:

Route of delivery of the consignment (type of goods - polyethylene
terephthalate) by automobile transport from Italy through European Union to
Kaliningrad region of Russian Federation.

Not later than 2 hours before the arrival of the consignment of goods to the
customs territory of the Eurasian Economic Union (hereinafter — EAEU)
(Kaliningrad region) pre-arrival information must be submitted to the customs
authorities (see Annex No. 1). Once the vehicle arrives at the border, a customs
transit declaration (see Appendix No. 2) is submitted to place the goods under the
customs transit procedure and the goods. After that the goods under the customs
transit procedure are sent to Kaliningrad, where the goods are placed in the
customs control zone, where the customs transit procedure is completed and the
goods declaration (see Annex No. 3) is filed to place the goods under the customs
procedure of release for domestic consumption.

2. The route of delivery of the consignment by rail from the Kaliningrad
region to the Bely Rast terminal (Moscow) through the territory of the EU.

A container with goods released under the domestic consumption procedure
is reloaded onto rail transport to send it to Bely Rast station under the customs
procedure of customs Kaliningrad transit. The customs procedure of Kaliningrad
transit is designed for the movement under customs control of EAEU goods
from/in the Kaliningrad region of the Russian Federation to the rest of the Russian
Federation through the territory of third countries.

Kaliningrad transit is opened by the customs authorities from the station of
export of EAEU goods from the customs territory of the Russian Federation to the
station of import of EAEU goods into the territory of the Russian Federation.
Similarly, to the arrival of goods to the Kaliningrad region from the European
Union, prior to the arrival of goods under the Kaliningrad transit procedure to the
customs territory of the EAEU from the Baltic states, it is also required to submit
pre-arrival information to the customs authorities. At the station where the EAEU
goods enter the territory of the Russian Federation (Sebezh station, Oktyabrskaya
railroad, JSC Russian Railways) the customs procedure of Kaliningrad transit is
completed by the customs authorities and the container is sent to the destination
station Bely Rast (Moscow railroad, JSC Russian Railways).

At the Bely Rast TLC, the container with the goods is reloaded onto a road
vehicle for delivery at the "last mile" to the consignee's address.



Figure 1: Route map of the pilot project
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1.2 Description of the set of shipping documents (TSD) for multimodal
transport

Transportation of goods by the above route requires the preparation of a set
of transport and shipping documents.

When shipping goods, regardless of the type of goods, the seller prepares a
commercial invoice and packing list.

The commercial invoice (see appendix number 4) usually contains a list of
goods and services, their quantity and price at which they are delivered to the
buyer, the formal features of the goods (articles, nomenclature codes), delivery
terms, tax charges, discounts provided and information about the sender and
recipient of goods.

The packing list (see Appendix No. 5) contains important information about
the contents of the package and its characteristics. This includes a description of
the shipping carton, the number of pieces in each box, additional units of measure
of the goods, the net weight and gross weight of the goods, etc. Simply speaking,
the packing list helps the consignee and the customs authorities controlling the
movement of goods without opening the package and knowing what it contains
and in what quantity.

Other documents may also be attached to the consignment. The list of these
documents will depend on the type of goods, the applied to it tariff and non-tariff
measures of regulation of its entry into the customs territory of the Russian
Federation, its destination, etc.

To accept the goods for transportation the carrier issues a CMR waybill (see
Appendix Ne 7).



Then, as described above, no later than 2 hours before the arrival of the
vehicle with the goods to the Kaliningrad region, pre-arrival information about the
consignment of goods is submitted to the customs authorities of the border
checkpoint.

After the arrival of the vehicle at the border crossing point, the customs
transit procedure to Kaliningrad is opened. When applying to the customs
authorities of the customs transit procedure, the following documents shall be
submitted to the customs authorities together with the transit declaration:

- Documents confirming the authority of the person submitting the transit
declaration, such as a certificate of the customs representative, a power of attorney
for the declarant. (see Annex No. 6)

- Passport of the declarant;

- CMR waybill (see appendix Ne 7);

- Commercial Invoice;

- Packing list;

- Certificate of admittance of the international transport vehicle for
transportation of goods under customs seals and stamps; (see Annex No. 8)

- Other documents depending on the type of goods (phytosanitary certificate,
military import license, veterinary certificate, quality certificate, etc.).

After the opening of the customs transit procedure the goods are sent to
Kaliningrad, where they are placed in a temporary storage warehouse, after which
the declaration of goods for placing the goods under the customs procedure of
release for domestic consumption is submitted.

Together with the declaration of goods the following documents are
submitted:

- documents confirming the authority of the person submitting the goods
declaration;

- Passport of the declarant;

- contract;

- appendixes to the contract;

- commercial invoice;

- CMR waybill;

- packing list;

- invoice for payment for the goods (if payment is made before the goods
declaration is submitted);

- freight bill (if payment is made before the goods declaration is submitted);

- transport contract;

- insurance bill (if the goods are insured)

- approval documents (declaration of conformity, certificate of conformity,
certificate of state registration of the product);

- Other documents depending on the type of goods.

To carry out the above-mentioned customs procedures it is required to have
the maximum set of shipping documents. For the subsequent transportation of the
container from the Kaliningrad region to the Bely Rast TLC by rail, an SMGS
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railroad bill of lading will be issued, which is submitted to the customs authorities
in a set with other shipping documents for placing the goods under the customs
procedure of Kaliningrad transit.

1.3 Description of international regulatory requirements and normative
legal acts of the EAEU and Russia, which regulate pilot supply

Normative legal acts regulating pilot delivery:

(@) - "International Convention on the Simplification and Harmonization of
Customs Procedures"” (made in Kyoto on 18.05.1973) (as revised by the Protocol
of 26.06.1999);

This convention aims at facilitating international trade while preserving the
effectiveness of customs controls.

The Convention has the following objectives:

- The implementation of programs aimed at the continuous improvement and
efficiency of customs rules and procedures;

- Predictability, consistency and transparency in the application of Customs
rules and procedures;

- providing interested parties with all necessary information concerning
laws, regulations and administrative acts on customs affairs, customs rules and
procedures;

- The application of modern working methods such as risk management and
audit techniques and the maximum practical use of information technology;

- Cooperation with other national authorities, foreign Customs
administrations and the trade community wherever necessary;

- Adoption of appropriate international standards;

- Ensuring unhindered access of interested parties to administrative and
judicial review procedures.

The Convention does not contain requirements for the composition of data
elements, but makes a significant contribution to the development of electronic
forms of interaction between traders and customs authorities, as it provides for
provisions on the use of modern technology in all customs operations, where
possible.

(b) - Agreement on International Goods Transport by Rail (SMGS) (as
amended and supplemented on 01.07.2021) (together with the "Rules of Goods
Carriage"”, "Rules for Dangerous Goods Carriage", "Technical Conditions of
Accommodation and Fastening of Goods", "Rules for Carriage of Wagon Not
Owned by Carrier as a Vehicle";)

The agreement establishes the procedure for accepting cargo for
transportation and delivery to the recipient, the procedure for concluding the
contract of carriage, the commercial details of the railway consignment note, the
terms of delivery, the rules of transportation of goods under special conditions
(long, dangerous, chemical, heavyweight, perishable, livestock).



The SMGS consignment note is based on Article 6 § 11 SMGS and Article 7
§ 15 SMGS. The CIM/SMGS consignment note manual (SMGS Appendix 6 as at
1 July 2021) contains provisions for the use of the electronic SMGS consignment
note.

(c) - "Convention on the Contract for the International Carriage of Goods by
Road (CMR)" (concluded at Geneva on 19.05.1956) (entered into force for the
USSR on 01.12.1983) (as amended on 05.07.1978);

Convention provides, that the contract of carriage of goods by automobile
transport must be confirmed by the consignment note - CMR. The CMR wayhbill is
issued in three copies: the first copy is handed over to the sender, the second is
attached to the goods, and the third is retained by the carrier. The waybill is not a
negotiable document and document of title.

In February 2008 the Convention on the Contract for the International
Carriage of Goods by Road was supplemented by a protocol, which offered
electronic management of CMR through e-CMR. This protocol entered into force
on 5 June 2011. The protocol enabled the digitization of cross-border carriage of
goods by road. A special feature of the e-CMR Protocol is that it does not provide
a unified system for the issuance and control of electronic consignment notes in the
same way as the eTIR system does.

(d) - "The Customs Code of the Eurasian Economic Union™ (ed. on
29.05.2019) (Annex N 1 to the Treaty on the Customs Code of the Eurasian
Economic Union);

The Customs Code regulates relations arising in connection with the
movement of goods across the customs border of the Eurasian Economic Union.

The EAEU Customs Code has laid a broad foundation for the introduction of
information technology in customs authorities and the provision of information
interaction with traders. For example, the document establishes important "single
window" principles, i.e. single submission of documents and interdepartmental
information exchange. The Customs Code also provides for the possibility of
customs operations without the participation of customs officials, which allows the
introduction of technologies for automatic registration of the declaration of goods
and the automatic release of goods.

(e) - Order of the Ministry of Finance of the Russian Federation dated
30.08.2016 N 144n "On Approval of the Procedure for the use of the Unified
Automated Information System of Customs Authorities during customs control,
customs declaration and release (refusal to release) of goods placed under the
customs procedure of customs transit in electronic form". (Registered with the
Russian Ministry of Justice on 16.12.2016 N 44758);

As follows from the title of the document, it contains the procedure for using
the Unified Automated Information System of Customs Authorities (hereinafter -
UAIS CA).



The UAIS CA meets the needs of customs authorities in the
intradepartmental and interdepartmental information exchange. UAIS CA
comprises a set of departmental information systems, services, data bus, data
storage and transmission infrastructure.

The customs declaration of goods in the Russian Federation is carried out
electronically via the Internet through the service, which is available in the
personal office of traders, as well as through integration with software products
that are used by declarants.

The FCS of Russia publishes and maintains a data model that describes the
formats and structures of all electronic documents required to declare goods.

(f) - Federal law "On customs regulation in the Russian Federation and on
amendments to certain legislative acts of the Russian Federation™ from 03.08.2018
N 289-FZ (latest version);

The purposes of this Federal Law are:

1) ensuring the implementation of international treaties of the Russian
Federation and other acts constituting the law of the Eurasian Economic Union
(hereinafter - the Union);

2) ensuring economic security of the Russian Federation in carrying out
foreign trade in goods;

3) ensuring the rights and legitimate interests of persons engaged in
activities related to the importation of goods into the Russian Federation and
exportation of goods from the Russian Federation, persons engaged in activities in
the field of customs, as well as other persons exercising the rights of ownership,
use and disposal of goods imported into the Russian Federation and goods
exported from the Russian Federation;

4) creation of conditions for the development of foreign economic activity
and foreign trade activities, customs infrastructure.

The above federal law is a supplement to the EAEU Customs Code and is
necessary to regulate the provisions of the customs legislation, which are referred
to the national level. In particular, this law contains provisions on the maintenance
and development of the UAIS CA.

(g) - Order of the Federal Customs Service of Russia from 18.03.2019 Ne
444 "On approval of the procedure for performing customs operations when
placing goods in a temporary storage warehouse and other places for temporary
storage, when storing and issuing goods, the order of registration of documents
submitted for placing goods in temporary storage and issuing confirmation of
registration documents, the order of issuing (refusal to issue) permission to conduct
the operations specified in paragraph 2 of Article 102 of the Customs Code of the
Eurasian Economic Union, determining the Terms and Order of issue
(cancellation) permission

This order establishes the procedure for customs operations during the
placement of goods in a temporary storage warehouse.
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Customs authorities and the owners of temporary storage warehouses are in
constant information exchange through the use of special software that is linked
with the UAIS CA. Information on goods placed in a temporary storage warehouse
Is transmitted to customs authorities via electronic channels, while information on
goods released by customs authorities is transmitted in the opposite direction.

(h) - Order of the Ministry of Transport of Russia from 07.12.2016 N 374
"On approval of the Rules of acceptance of cargo, empty freight cars for
transportation by rail" (Registered in the Ministry of Justice of Russia 21.03.2017
N 46054)

This order approves the rules of acceptance of cargo, empty freight cars for
transportation by rail.

This order does not contain provisions on the digitization of business
Processes.

1.4 Comparison of available paper consignment documents with available
document equivalents, for this pilot project using MMT RDM

Table 1: Comparison of consignment documents by batch with available document
equivalents, for this pilot project using MMT RDM

The document used in international supply
chain

Link to Developed Equivalents in the MMT
RDM

CMR

There is a mapping document available on the
UN/CEFACT website:
https://unttc.org/documents/ecmr-standard-package

CIM/SMGS wayhbill

There is an equivalent electronic document
recommended by UN/CEFACT:
https://unttc.org/documents/smgs-consignment-note-
standard-package

Commercial Invoice

There is a mapping document on the UN/CEFACT
website:  https://unttc.org/documents/standardized-
dataset-aligned-international-standards-and-
uncefact-reference-data-models

Packing List

UN/CEFACT website has a mapping of the
document: https://unttc.org/documents/standardized-
dataset-aligned-international-standards-and-
uncefact-reference-data-models

Certificate of admittance of a vehicle for
international carriage of goods under customs
seals and stamps

No document available on the UN/CEFACT website

Contract

No document available on the UN/CEFACT website

Invoice for payment (insurance, carriage)

No document available on the UN/CEFACT website

Transportation agreement

No document available on the UN/CEFACT website

Source: authors

It can be concluded that not all shipping documents have equivalents
recommended by UN/CEFACT. At the same time, the key transport documents
(CMR, railway bill of lading, invoice and packing list) are already provided, which
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allows the implementation of electronic information exchange between the
participants of international transport.

1.5 Opportunities and Benefits of Using the UN/CEFACT Multimodal
Transport Reference Data Model (MMT RDM)

The use of reference data models allows standardization of data
requirements, as well as the consolidation of definitions and data presentation
formats used by the business community. Clear definitions allow for more accurate
recognition of data element types. Clear formats and a data sharing reference
structure help provide accurate data. It helps to leverage better data within business
processes and reduce the risk of errors, reducing costs and delays as well. It
ensures data interoperability between different participants, which further
simplifies trading procedures.

The reference data model also simplifies and harmonizes the semantic
meaning of trade data (their names, definitions and codification) and meets the
requirements of data exchange structures in a standard format, which can
significantly contribute to reducing the time and costs of international trade
transactions. The harmonization of trade data exchange and presentation in line
with international standards guarantees data compatibility and prevents
inconsistencies in the workflow of different international traders.

In addition, the data reference model complements the Single Window
environment when consolidating information into a Single Window by creating
business information exchange structures in a standard format that can meet all
regulatory requirements for imports, exports and transit, while avoiding data
redundancy and duplication of registration and information exchange processes.

The reference data model contains examples of unified export documents,
which simplifies document preparation by unifying them.

It should be noted that the reference data model has a hierarchical
organization. Thanks to this hierarchical organization, it is possible to use an
approach in which data exchange is defined by a process (or event) and there is no
need to consider information only in the context of data exchange on paper.

A segment of the UN/CEFACT data reference model's code list can be used
to describe a data element. Using existing standard code lists avoids having to
display different codes from different code lists for the same data element when
implementing UN/CEFACT standards. Subgroups of code lists are published as
unrestricted and restricted code lists.

The reference data model can serve as a basis for the development of data
exchange systems. It outlines a semantic standard (data definitions) that program
developers in the field of trade information exchange can take as a basis for the
development of new information systems. If all the information systems used in the
value chain use the same set of standardized data criteria and semantic rules, they
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can uniformly recognize transmitted data and automatically process it to achieve
the intended business process objectives.
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Chapter 2: Electronic Documents and Data Exchange Systems Used
in Multimodal Transportation by Product-Specific Supply Chain

Participants

2.1 Analysis of available information systems and electronic versions of
documents by supply chain participants in the pilot project

Table 2: Information systems used by traders to automate their work

Participants from business

Work automation tools

Consignor

ERP system;

CRM-system;

Tools for working with documents (Microsoft office);
E-mail;

Messengers.

Carrier

E-mail;
Tools for working with documents (Microsoft office);
Messengers;

Forwarder

ERP-system;

CRM-system;

Tools for working with documents (Microsoft office);
E-mail;

Messengers

WAREHOUSE

ERP-system;

Email;

Tools for working with documents (Microsoft office);
Messengers

Customs broker

ERP-system;

CRM-system;

Personal Cabinet of the FCS of Russia;

Programs for submission of customs declarations (Alta
Customs Cargo Declaration, VED-Declarant, Declarant,
Kontur.Declarant, etc.)

Tools for working with documents (Microsoft office);

E-mail;

Messengers

Consignee

ERP-system;

CRM-system

Tools for working with documents (Microsoft office);
E-mail;

Messengers.

Source: authors

Separately, it should be noted that senders, recipients, carriers and freight
forwarders most often use a minimum of means to automate their activities. As a
rule, it is: e-mail, messengers and means of working with documents.
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In some large companies implemented ERP-systems, that is corporate
information system designed to automate accounting and management. Among the
modules of such systems there are modules responsible for on-line accounting of
vehicles movement, traffic routes, tariffs, etc. Another module worth mentioning is
the module of operational accounting of goods at the temporary storage warehouse
at terminals. In addition, many companies have implemented CRM-systems that
can automate interaction with customers, establish a system of notification about
the presence of the goods shipment and its status. However, such systems, along
with e-mail, involve the exchange of scanned or pdf copies of documents, rather
than a full-fledged information exchange of messages.

2.2 Analysis of available solutions and data models from government
agencies that are participants in the supply chain in the pilot project

Table 3: Information systems used by government agencies to automate their work

Government agency Work automation tools
Border Service of the Federal Security | Departmental e-mail;
Service of Russia System of interagency electronic interaction;

System of electronic document management;
Subsystem of automated control of machine-
readable passport and visa documents (PAC
MSPV, AIS "Cascade™);

AlS "Potok";

etc.

Federal Customs Service of Russia Departmental e-mail;

System of interagency electronic interaction;
Electronic document management system;
Unified integrated customs information
network:

APS "Checkpoint"

CPS "Transit operations™; CPS "Post control
CPS "Post-Control";

"AIST-M";
"ASTO-Analysis"
etc.
Rostransnadzor Departmental electronic mail;
System of interdepartmental electronic
interaction;

Electronic Document Management System;
Rostransnadzor's UAIS;

AC "Monitoring";

And others.

Source: authors.
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Unified Automated Information System (UAIS) of customs authorities is a
protected territorial distributed information system of customs authorities of the
Russian Federation. Functions of UAIS are automation of customs authorities'
activities, analytical support of officials. UAIS unites all customs authorities of the
Russian Federation in a unified information system.

Access to the UAIS resources is available exclusively for customs officials
and organizations subordinate to the FCS of Russia. Information interaction with
interested parties and government authorities and other information systems via the
UAIS services is carried out via the Customs Authorities Automated External
Access System.

Information interaction with traders is carried out™:
- Using electronic documents by means of the Personal Cabinet of traders;

- using information systems designed for the submission by traders of
information to customs authorities in electronic form using public information and
computer networks (including the Internet) - regulated by Order of the FCS of
Russia from January 24, 2008 Ne 52 “On implementation of information
technology for submission to customs authorities’ data in electronic form for
customs clearance of goods, including the use of Internet”.

All actions of customs officials and trasers shall be completed with the
execution of an electronic document of legal significance. When sending electronic
documents to customs authorities, an enhanced qualified electronic signature is
used. According to Article 6 of the Federal Law of the Russian Federation Ne 63-
FZ "On electronic signature” an electronic document signed with an enhanced
qualified electronic signature is equivalent to a document on paper, signed by an
authorized person and stamped.

The FCS of Russia issues key certificates of electronic signature verification
(Certificates) free of charge. In accordance with the Order of the FCS of Russia
from October 25, 2011 Ne 2187 "On Approval of the Use of traders and persons
engaged in activities in the field of customs, the electronic signature means when
implementing information exchange with customs authorities of the Russian
Federation.

The customs authorities of Russia are connected to the System of
Interagency Electronic Interaction (SIIEI). The SIIEI is a federal state information
system which includes information databases, including data on the software and
technical means used by agencies and organizations to enable access through the
interaction system to their information systems, on the software and technical
means that ensure a single documented way of interaction of information systems

! https://customs.gov.ru/gosudarstvennye-informaczionnye-sis/opisanie-uslovij-i-poryadka-dostupa
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of agencies and organizations through the technology of electronic message queues
that ensure interaction’.

2 System of Interagency Electronic Interaction https://digital.gov.ru/ru/activity/directions/49/
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Chapter 3: Mapping data from specific documents developed and
used in the pilot project to the UN/CEFACT reference data models
(in particular, the MMT RDM) and the Federal Customs Service
data model

3.1 Mapping of data from B2B documents for transit declaration

In this study, we performed the determination of information
correspondence (mapping) between the data (mapping) of paper transport and
shipping documents of the pilot international multimodal transport of goods, the
UN/CEFACT data model (in particular, the MMT RDM) and the album of the
Federal Customs Service electronic document formats, used for electronic
interaction between carriers and declarants of customs procedures with the
information system of the Federal Customs Service.

The purpose of the mapping is to study, by the example of "paper" transport
and shipping documents of a specific pilot international cargo shipment, the
practical technical possibility of using the UN/CEFACT reference data model for
multimodal international transport (in particular, the MMT RDM) to generate
electronic data for the pilot transportation and their subsequent use for customs
operations and procedures in electronic form in accordance with the requirements
of the regulations of the Eurasian Economic Union.

The results of mapping data from B2B documents to convert them from one
form to another and to form electronic data of the UN/CEFACT data model (in
particular, the MMT RDM), formation of electronic documents for the purposes of
pre-arrival informing the customs authorities of the Russian Federation and
electronic declaration of the customs transit procedure are presented in the
Appendix 10.

The table summarizes data from paper transport and shipping documents of
the pilot transport, the UN/CEFACT data reference model (in particular, the MMT
RDM) and electronic documents of the Album of formats of electronic forms of
documents of the FCS of Russia. Due to limited resources, time and multiple tasks,
data from other subsets of the UN/CEFACT reference data model, in particular
SCM RDM, were not used or analyzed in the mapping. In this study, the data
mapping considered only those data defined by customs authorities as mandatory
for submission to customs authorities.

In the attached table of data mapping results, information and data required
to be submitted to the customs authorities of the Russian Federation, but not
available in the UN/CEFACT data model (in particular, the MMT RDM) or in
paper transport and shipping documents, are highlighted in red.
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Chapter 4. Conclusions and recommendations based on the results
of the analysis

Conclusions on the results of data mapping:

1.  The UN/CEFACT materials at https://unece.org/trade/uncefact are quite
difficult to understand and apply, even by practicing logistics information system
developers. Requires additional knowledge and competencies.

2. The Album of Electronic Document Formats used by the Federal Customs
Service of Russia is not harmonized with the UN/CEFACT RDMs. Data elements
described in the MMT RDM are insufficient for the full-fledged formation of
electronic documents for their submission to the FCS of Russia.

3. The Album of Electronic Document Formats used by the Federal Customs
Service of Russia historically has a high level of data coherence: almost every
document contains references to identification data of other documents. Besides,
electronic transport documents are strongly related to commercial ones, repeating
large fragments of both data and structure from them. That is, specific document
requisites tied to a specific form of a paper document prototype are referenced.

UN/CEFACT data model is created on the principles of electronic data exchange
with a possibility of reuse by different participants of the information exchange
and has a wider application. Therefore, data elements are less linked and do not
refer to each other.

4. Russian Customs authorities in the implementation of the electronic customs
declaration of goods have maintained a document-centric approach: customs
inspectors monitor the electronic document, they want to see the printed form of
the electronic document, and not use a set of electronic data on the goods.

The documentary approach of the FCS of Russia dictates a very strict data
structure, in which each entity has a strict subordination within the hierarchy.
Although this approach is inconvenient for automation, it appears to be used in
order to keep electronic documents similar to paper documents. Because of this,
electronic documents contain many repetitions, duplications of information.

5. In paper documents provided under the pilot project, there is no information
about the taxes assessed for payment and discounts granted. The whole group of
information about values, taxes and discounts is necessary for declaring customs
procedures and determining the customs value of the consignment. The
information in it is interrelated and some amounts can be obtained by calculation,
but for the completeness of the information it is clearly necessary to know the total
discount amount and the total amount of tax charges for each invoice of the
consignment. These data elements are not available in the MMT RDM.
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6. There is no "document name" data element in the MMT RDM.
UN/CEFACT MMT RDM is not "documentary". The Federal Customs Service of
Russia's album formats electronic document must be accompanied not only by its
number and date, but also by its name, which must be unambiguously translated
into Russian and coincide (in the original) with the paper form of the document.

7. Documents of FCS of Russia are based on the reference book of
measurement units established by the decision of the Eurasian Economic
Commission, and not only on the codes, but also on the names (in Russian). It is
impossible to find a suitable reference book that can be harmonized with the one
used by the FCS of Russia.

8.  The electronic documents require the mandatory indication of the main
details of legal entities registered on the territory of an EAEU member state, which
apparently requires the organization to maintain a reference book of details of
organizations.

9. Some details of electronic documents are based on directories and classifiers (for
example, TNVED EAEU or code of the EAEU customs authority). These details
must be filled in by a subject matter expert. In this regard, the ability to fully
automatically convert or fill out documents is currently hindered by the need for
the participation of an field expert.

10. Russian customs authorities use a classifier of document type codes (Box 44
of customs declaration), for which there is no analogue in the UN/CEFACT data
model.

Recommendations on the results of the analysis:

1.  To develop methodological recommendations for developers, examples of
the use of UN/CEFACT models in practical cases. Conduct seminars and trainings
in countries to popularize the practical application of UN/CEFACT standards for
electronic data exchange.

2. Hold a joint seminar with the Eurasian Economic Commission and
representatives of customs authorities of the EAEU member states to discuss the
harmonization of the UN/CEFACT data model with the applicable EAEU data
model and the Album of Electronic Document Formats of the FCS of Russia.
Analyze the mandatory and non-mandatory elements in documents from the
Format Algorithm and, if necessary, supplement the UN/CEFACT data model with
new elements.

3. Participants of information exchange need to move from the document-
centric approach, to the exchange of electronic data sets. The Federal Customs

20



Service can play a major role in this by promoting such an approach as part of the
development of the Federal Customs Service's Album of Electronic Document
Formats.

4. The UN CEFACT data model should be supplemented with data elements in
terms of information about taxes and discounts required for declaring customs
procedures and determining the customs value of a consignment of goods.

5.  The requirement of the market is to provide electronic documents with their
requisites. Therefore, it is necessary to add elements to the UN/CEFACT Data
Models, which will allow to create formats and structures for electronic documents
and their printed forms (XL T-schemes).

6.  Since application of an electronic digital signature (EDS) is obligatory in
case of business-to-state (B2G) interaction in the EAEU countries, a legally
significant electronic document should be signed by an enhanced qualified
electronic signature. In a cross-border information exchange of electronic
messages a mechanism of a trusted third party (TTS) is applied to recognize the
validity and correctness of an electronic signature of a person from another state.
The application of the TTS mechanism in the EAEU is regulated by Decision No.
105 of the Board of the Eurasian Economic Commission (EEC) of September 27,
2016. Currently, the information block of electronic signature and TTS in
electronic message formats of UN/CEFACT is missing. It is necessary to
supplement international formats of UN/CEFACT with electronic signature blocks
and TTS.

7. Analyze the reference books and classifiers used in the EAEU and the FCS
of Russia in order to establish compliance and possible harmonization with similar
UN/CEFACT reference books (code lists).

8. Consider the possibility of including the names of elements in Russian in the
UN/CEFACT directories (for example, measurement units, types of packaging,
etc.).

9. To develop a reference book of requisite types for organizations and
physical persons. An example of such a reference book is proposed in the
framework of the project (Annex 11).

10. In the UN/CEFACT data model, develop a classifier of codes and types of
shipping documents used by traders and customs authorities.
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Chapter 5. The concept of a data converter for paperless cross-
border information exchange

As noted above, supply chains use a large number of different shipping
documents between business partners and documents that are submitted to
government agencies. These documents often use repetitive data. Traders do not
have the ability to automatically transfer data from one mode of transport to
another, from one mode of transport to another, and are forced to repeatedly enter
the same data at different stages of the transport and supply chain.

The information systems of supply chain participants are not interoperable
with each other. Therefore, there is no seamless data exchange - seamless data
exchange between modes of transport and between sectors - which makes it very
difficult to use data and documents received electronically from other supply chain
participants. The new standards recommended by UN/CEFACT are not yet in use
in this area.

The use of different standards acts as an obstacle to the movement of data in
commodity supply chains. The solution could be the creation of a data converter.
This is a tool for automated conversion of structured data from one source
(document) to another based on different structural models (for example, shipping
documents to customs declaration); or automated presentation of the same
document (creation of an equivalent document) in structures of different models
(for example, a transport document used by business into a similar transport
document required for submission to government authorities).

In an ideal situation, initially a foreign counterparty makes up a document in
electronic form according to UN/CEFACT standards and transmits it to another
counterparty in Russia. To be used for customs declaration on the territory of the
Russian Federation, such electronic shipping documents are converted into
equivalent documents in the Federal Customs Service's data model structures or
the EAEU data model via the Data Converter available to the Russian declarant. In
addition, the data obtained from electronic trade supporting documents, after
conversion, can be directly used to generate an electronic customs declaration and
other documents for customs purposes (Figure 2).
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Figure 2: Data converter concept for converting electronic documents from one
data model to another

Consignor —_— infromation

Goods shipment

Consignee

Data Converter acts as a kind of adapter, a bridge for different structured
data, allowing, while maintaining different data models, to support rapid transfer of
data from one format to another in the supply chain of goods.

For today's Russian model for the digitization of shipping documents, a
reasonable step for development and improvement would be both the use of Data
Converter and full connection to a unified solution within the EAEU in the form of
the Eurasian Open Integration Model (EOMI), and, in particular, the transition to
the Eurasian Data Model’.

In such a scenario, formats and structures for B2B shipping documents
should appear in the EOMI. Consequently, the Eurasian Economic Commission
should exercise its right to determine unified requirements for the electronic type
of documents (electronic documents) within the EAEU*, and provide traders with
the necessary structures, preferably harmonized with the UN/CEFACT standards
as much as possible.

Such a request is already being felt now. In particular, the exchange of
information between Russian and Belarusian railroads requires compliance with
internal standards of the Federal Customs Service. And this is one of the main
reasons why foreign shippers who form EAEU transit freight flows cannot process
shipping documents electronically.

3 https://eomi.eaeunion.org
4 Paragraph 11 of Annex No. 3 to the Treaty on the Eurasian Economic Union of May 29, 2014
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When it comes to information systems and documents of state bodies, one
must agree that there are objective reasons to use reference data models created at
the state level. The Eurasian Economic Commission performs part of the
government functions of EAEU member states, hence it is expected that customs
authorities will use EOMI. In this regard, the Data Converter model will be in
demand. This conclusion is true both for the Russian Federation, where
information technology is the most advanced, and in other EAEU member states,
where digitalization processes have just begun.
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Chapter 6. Development of electronic document equivalents (XML
schemas and, if possible, JSON API specifications) for selected
documents and data exchange, aligned with MMT RDM and EOMI

Development of electronic documents, xml-schemes and APl JSON
specifications without their application to specific information systems, which
automate and serve practical business processes, seems to be rather time-
consuming and, probably, not much in demand in the future.

At the same time, it is worth noting the experience of the Autonomous Non-
Profit Organization "Directorate of International Transport Corridors"” (hereinafter
- ANO "DMTC") established by the Ministry of Transport of the Russian
Federation in improving the efficiency of international transport corridors passing
through the Russian Federation, through the introduction of digital technologies
and services.

In accordance with the approved plans ANO "DMTC" formed a list of
priority digital pilot projects, through which a unified strategy for the development
of international transport corridors:

- Conducting a pilot project between the Russian Federation and the
Republic of Belarus on the use of electronic international consignment note e-
CMR;

- Conducting a pilot transportation of cargo by rail in containers along the
route between the terminal-logistics centers "Vostok-Zapad" (Kaliningrad region,
railway station Chernyakhovsk) and "Bely Rast" (Moscow region, railway station
Bely Rast) using electronic data of transportation and digital services.

While carrying out pilot projects, ANO DMTC is working on the legal
issues of using international electronic document formats and, in particular, data
formats harmonized with UN/CEFACT standards for freight transportation along
international transport corridors.

6.1 Pilot project on implementation of electronic international
consignment note for road transport e-CMR between the Russian Federation
and the Republic of Belarus

The e-CMR project is an international bilateral Russian-Belarusian pilot
project, which results may be later implemented by other EAEU member-states in
2021-2022. Its implementation corresponds to the requirements of point 4 of the
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Action plan ("road map") on the realization of basic trends and stages of
coordinated (coordinated) transport policy of the Eurasian economic union
member-states in 2021-2023, adopted by the Eurasian intergovernmental council
on August 20, 2021 Ne 15.

Objectives of the e-CMR project:

1. Development of an electronic message format for the transition from a
paper CMR waybill document to an electronic legally significant document e-
CMR based on the application of the UN CEFACT international standard, which is
of paramount importance for the decision to use the tested in the pilot project
electronic message and business scenario by other states, including EAEC, EU,
SCO, BRICS.

2. Practical testing of technology for cross-border exchange of legally
significant electronic documents between subjects of different states using
mechanisms of reinforced qualified electronic (digital) signature (EDS, EDS) and
"trusted third party" (TTS).

3. Formation of proposals for amendments to state and supranational
normative legal acts in order to fully implement e-CMR and other electronic
shipping documents.

Principle of e-CMR project implementation:

Representatives of transport market (consignors, carriers and consignees) of
the two states: the Russian Federation and the Republic of Belarus will take part in
forming and processing of legally significant e-CMR document. Using the
software provided by Russian and Belarusian companies-providers of electronic
data interchange (EDI-providers), the participants of transport market will execute
international carriage in accordance with the CMR convention. The consignors,
carriers, consignees will enter the data into their e-CMR sections, certifying them
with their electronic (digital) signatures. In accordance with the business scenario
of the e-CMR project, participants of the transport market in Belarus and Russia
will interact only with the electronic document management (EDI-providers) on
the territory of their states.

Information about a vehicle, cargo and transportation will be provided by
EDI-operators to the National Electronic Logistics System of the Republic of
Belarus and to the State Information System of Electronic Transport Documents of
the Russian Federation. State supervisory bodies of these states will have access to
e-CMR information through access to these information systems.

Validity of electronic (digital) signatures will be confirmed by the
certification authorities (CA) of both countries using the DTS mechanism which
will be implemented in invisible for transport market participants background
mode on the basis of interaction of EDI-providers with certification authorities,
including the certification authorities acting as a "Trusted Third Party".
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In the course of the pilot project implementation, an electronic document
(XML schema) e-CMR will be developed in accordance with the MMT RDM data
model of UN CEFACT.

6.2 Pilot transport of cargo by rail in containers along the route between
the terminal-logistics center 'Vostok-Zapad'™ (Kaliningrad region, railway
station Chernyakhovsk) and ""Bely Rast" (Moscow region, railway station Bely
Rast) using electronic transport data and digital services

The project of rail transportation using electronic transport and shipping
documents without the use of paper documents is an international multilateral pilot
project to be implemented in 2022-2023, the results of which in the future may be
implemented by other member states of the EAEC. The pilot project involves the
terminal and logistics centers "Vostok-Zapad" (Kaliningrad region, railway station
Chernyakhovsk) and "Bely Rast™ (Moscow region, railway station Bely Rast), the
Railways Administrations of the Russian Federation, the Republics of Belarus,
Lithuania and Latvia.

Project objectives:

Development of technology for the international transportation of a
container train loaded with EAEUgoods between terminal and logistics centers
located in the Kaliningrad region and in the Moscow region, using electronic
transport and shipping legally significant documents and with the possibility of
introducing messages of the international standard UN CEFACT, which is
important when deciding to use the technology tested in the pilot project and
business scenario by other states, including EEU, EU.

Project Implementation Principle:

1. In the pilot project in the container train transports goods of the
EAEU.

2. The pilot project uses solutions to ensure the legal significance of
electronic documents and services of the Trusted Third Party developed and used
by JSC "Russian Railways" for information exchange of electronic transport
documents with the Administrations of the Railways of the neighboring states: the
Republics of Belarus, Lithuania and Latvia.

3. The pilot project uses the developed information systems and
solutions to ensure the implementation of the technology of electronic transit of
consignments of container trains in the Eurasian Economic Union.

Currently, shipments of goods in container trains between terminal and
logistics centers located in the Kaliningrad Region and the Moscow Region are
accompanied by paper shipping documents, which are required by the Lithuanian
and Latvian railroad administrations to place shipments in container trains under
the customs procedure of customs transit through the European Union. The use of
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paper documents will be eliminated by replacing them with electronic legally
significant e-Invoice and e-PackingList documents corresponding to the MMT
RDM UN SEFACT data model.

In the process of implementation of the pilot project an electronic document
(XML schema) e-CMR will be developed in accordance with the UN/CEFACT
MMT RDM data model.

Thus, it can be concluded that the implementation of the above-mentioned
pilot projects by ANO "DMTC" will be a practical continuation of the work
initiated in this study. Conclusions and recommendations obtained in the
framework of the study will be used for further discussion at the site of the ANO
"DMTC" and the Eurasian Economic Commission.
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ANNEXES

Annex 1
Pre-arrival information form
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Annex 2
Transit declaration
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Annex 3
Customs declaration
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Annex 4
Commercial Invoice

COMMERCIAL INVOICE No. =i iuc | @

SELLER / BENEFICIARY: @
DESCRIPTION OF GOODS: @

CLIENT NUMBER:

SUPPLY CONTRACT: @

HS-CODE:
ORIGIN OF PRODUCT: @
net weight
NAME OF THE PRODUCT (kg) price per kg | total price @
TOTAL AMOUNT

TERMS OF DELIVERY: @
TERMS OF PAYMENT:
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Annex 5
Packing List

PACKING LIST

SELLER / BENEFICIARY: @

SUPPLY CONTRACT: @

®
®
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Annex 6
Certificate of Inclusion in the Register of Customs Representatives
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Annex 7

Transport bill of lading according to the CMR convention
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Annex 8

Certificate of approval of the vehicle
for international carriage of goods
under customs seals and stamps

CBUAOETENBLCTBO O AONYUIEHWN

[OPOXHOIro TPAaHCNOPTHOrO CPeAcTBa K NepeBo3Ke rpy3os

NOA TAMOXEHHbIMU neyaTsMu 1 nnomGamu

APPROVAL CERTIFICATE
of a road vehicle for the transport of goods
under Customs seal

Ceupgetensctso Ne le :LCB/C@O?, /S/C\C‘CQJS\ ——

Certificate Ne

KouseHuus MMM ot 14 Hosbps 1975 rona
TIR Convention of 14 November 1975

MOCKOBCKASI TAMOHS

Kem BbigaHo ...........

(HauMeHOBaKWe KOMNeTeNTHOr oprana, creana)
Issued by R W

(Competent Authority. country)

cTpanuua 1
page 1
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WAEHTUOUKALKA Ceunetenscto Ne(of 2_9/0603/9
IDENTIFICATION Certificate Ne o029

5 EK 6202 77 RUS
1. PerncrpaumoHHblii HOMep ..

Registration Ne
egistration nonynPMU.El'l PE®PUXKEPATOP

2. Tvun TpaHCNOPTHOro CPEACTEA ..
Type of vehicle

3. Waccu Ne .........................

Chassis Ne
4. Mapka (unu HavMeHoBaHWe U3roToBUTENS) ...... SCHMITZ CARGOBULSKOM/L

Trade mark (or name of manufacturer)

5. lNpoyne aaHHbIE ..........eve. .. rop,BblnyCKA2017 .............................................................

Other particulars

WSM00000005174598

6. KonuyecTso npunoxeHui 4¢OTOI‘PA¢MM

Number of annexes

7. QONYWEHUE [leiCTBUTENBHO A0 05.03:2621
APPROVAL Valid until

WHAMBUAYanbHOE gonyuwieHue
¥ individual approval’

 AONYLUEHWE MO TUny KOHmpyKuwu ’ Stamy
approval by design type”’

Homep paspelweHus (B COOTBETCTBYIOLLMX CMy4asx)
Authorization Ne (if applicable)

r.MOCKBA
SIETod o T TR TR 3 o T o ek ) B e R PSS 0,\94,% %
Place 06.03.2019 b.;gscka*
Mata
Date

HauvanbHuk OKTT MT

B O RITMBE e sk emdsnvens ies e ‘.~'
Signature '

8. Bnageneu (3aBoA-u3rotoBuTenb, COGCTBEHHUK UIK OneparTop)

(TOnLKO ANA perucTpup r,, PTHBIX €

Holder (manufacturer, owngw,mﬂ'/l VC» TN

, yn.Mapuu NonusaHoso#, A.9
(for unregistered vehicles only)
HaunmeHosaHue n agpec ... ....IJM.PQKTQP. K""Mac"BH L SR
Name and address

9. NIPOANEHUE
RENEWALS

[lehcTBUTENBHO 40
Valid until

MecTto
Place

Nara
Date

Mopnuck
Signature

Meyatb
Stamp

"B cooTBeTCTBYIOLLEH KNeTke NOCTaBUTb 3HaK «X»
mark applicable alternative with an «X»

CM. «YkasaHue» Ha cTp. 4
cTpaHuua 2
page 2
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EK 6202
TV
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TpaHcnopTHOE CPEACTBO:

Mapxka: SCHMITZ CARGOBUL SKO24/L
T'oc. Homep: EK 6202 77 RUS

Tan: NOJYIIPULEI PEOPHKEPATOP
Iacen: WSM00000005174598

Iox BhImycKa: 2017

3A0 «PECTHHA-PYC» /// ~ Kanmacs B.H.

MockoBcKasi TAMOKHS

Havaasank OKTT
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Annex 9
SMGS railway bill of lading convention
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